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Privacy and Compliance
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Announcements

• The project proposal assignment is due this Wednesday midnight


• Reading commentaries due this Wednesday noon


• We’ll leave time for project idea discussion and feedback in the later part of today’s class
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Agenda

• Refresher on Key Concepts of Privacy


• The EU general data protection regulation (GDPR)


• US privacy laws


• App stores
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How has "privacy" 
been defined in 
literature?
Let’s recall together
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Definitions of privacy

• Privacy as Separation


• Privacy as Intimacy


• Privacy as Individuality


• Privacy as Control


• Privacy as Trust


• Contextual Integrity


• Privacy Harms
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GDPR
The best and broadest 
privacy law
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History and context

GDPR

• Originally published in 2016; Became effective in 2018


• Becoming a model of privacy laws in many other countries


• Enforced by individual data protection authorities (DPAs) from the 27 EU member states
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Penalties

GDPR

• Serious Violations


• Fines up to 20 million euros or 4% of total 
annual worldwide turnover (whichever is 
higher)


• Less Serious Violations


• Fines up to 10 million euros or 2% of total 
annual worldwide turnover (whichever is 
higher)


• GDPR fines have now reached over €4 billion

8image source: https://www.cnn.com/2023/05/22/tech/meta-facebook-data-privacy-eu-fine/index.html



Scope: GDPR follows the data; Organizations outside the EU are covered too

GDPR

• Data controllers: Organizations that control the collection, use, or storage of personal data.


• Data processors: Organizations that store or process personal data for data controllers.


• Under Article 3, the Regulation applies to


• “the processing of personal data in the context of the activities of an establishment of a controller or 
a processor in the Union, regardless of whether the processing takes place in the Union or not.”


• “the processing of personal data of data subjects who are in the Union by a controller or processor 
not established in the Union, where the processing activities are related to: (a) the offering of goods or 
services, irrespective of whether a payment of the data subject is required, to such data subjects in 
the Union; or (b) the monitoring of their behaviour as far as their behaviour takes place within the 
Union.”
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Definitions of personal data

GDPR

• Personal data are any information which are related to an identified or identifiable 
natural person.


• Examples of personal data: name, identification number, location, online identifier, or one of 
several special characteristics, which expresses the physical, physiological, genetic, mental, 
commercial, cultural or social identity of these natural persons

10



Definitions of sensitive data

GDPR

• Racial or ethnic origin


• Political opinions


• Religious or philosophical beliefs


• Trade union membership


• Genetic data


• Biometric data (where used for identification purposes)


• Health data


• Data concerning a person’s sex life or sexual orientation
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Legal basis

GDPR

Personal data may not be processed unless there is at least one legal basis for doing so


(a) If the data subject has given consent to the processing of his or her personal data;


(b) To fulfill contractual obligations with a data subject, or for tasks at the request of a data subject who is in the process 
of entering into a contract;


(c) To comply with a data controller's legal obligations;


(d) To protect the vital interests of a data subject or another individual;


(e) To perform a task in the public interest or in official authority;


(f) For the legitimate interests of a data controller or a third party, unless these interests are overridden by interests of 
the data subject or her or his rights according to the Charter of Fundamental Rights (especially in the case of children).
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Consent

GDPR

• Under Article 7, it is the burden of organizations to demonstrate that people validly 
consented to the processing of their data. 


• Consent must be “freely given.”


• According to Article 7, “When assessing whether consent is freely given, utmost account 
shall be taken of the fact whether, among others, the performance of a contract, 
including the provision of a service, is made conditional on the consent to the processing 
of data that is not necessary for the performance of this contract.”
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Consent

GDPR

• Consent must be explicit


• Consent that is inferred from someone's actions cannot be explicit consent, however 
obvious it might be that they consent.


• Mandating explicit opt-in consent for data collection
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Governance and accountability requirements

GDPR

• Requiring Data Protection Officers (DPOs)


• Requiring policies and procedures


• Requiring data protection impact assessments (DPIAs)


• Requiring workforce training
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Rights to privacy

GDPR

• Right to Be Informed


• Right of Access


• Right to Rectification


• Right to Erasure (Right to be Forgotten)


• Right to Restrict Processing


• Right to Data Portability


• Right to Object to Processing


• Rights in Relation to Automated Decision-Making and Profiling
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Abusing Data 
Subject Access 
Requests
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Difficulty of 
erasing data 
from AI models
Retraining models after each 
data deletion request is 
infeasible.

New techniques like machine 
unlearning may help.
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Compliance gaps

GDPR
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(2019)

Source: https://www.statista.com/statistics/1172852/gdpr-compliance-among-eu-and-us-firms/

(2023)

Source: https://noyb.eu/sites/default/files/2024-01/GDPR_a culture of non-compliance_2.pdf



How do 
practitioners 
approach GDPR 
compliance?
GDPR checklists

“You should check with a 
lawyer to make sure your 
organization fully complies 
with the GDPR.”

20Screenshot taken from: https://gdpr.eu/checklist/



How do 
practitioners 
approach GDPR 
compliance?
Privacy policy generators
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Screenshot taken from: https://termly.io/products/tl/privacy-policy-generator
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Pan, Shidong, et al. "Is It a Trap? A Large-scale Empirical Study And Comprehensive Assessment of Online Automated Privacy Policy Generators for Mobile Apps." 33rd USENIX Security Symposium (USENIX Security 24). 2024.



How do 
practitioners 
approach GDPR 
compliance?
Updated User Consent Policy 
and Content Management 
Platforms
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Image source: https://groups.google.com/g/google-admob-ads-sdk/c/pG2eFsfJRlY?pli=1

https://groups.google.com/g/google-admob-ads-sdk/c/pG2eFsfJRlY?pli=1


How to verify 
compliance?
Incompleteness and 
Inconsistency in Privacy 
policies
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How to verify 
compliance?
Code analysis
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Shezan, Faysal Hossain, et al. "Chkplug: Checking gdpr compliance of wordpress plugins via cross-language code property graph." Network and Distributed System Security (NDSS) Symposium 2023. 2023.



U.S. Privacy Laws

• No general privacy laws at federal level


• Nearly 20 states have passed their own broadly-applicable consumer privacy laws


• Sectoral privacy laws at the federal level


• HIPAA


• FERPA


• COPPA


• GLBA
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History and context

• Passed on September 13, 2018; Became effective on January 1, 2020


• the first comprehensive consumer privacy legislation in the U.S. 


• Enforced by the California Attorney General’s Office

CCPA
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Scope

CCPA

• The CCPA applies to any business, including any for-profit entity that collects consumers' 
personal data, does business in California, and satisfies at least one of the following 
thresholds:


• Has annual gross revenues in excess of $25 million;


• Buys, receives, or sells the personal information of 100,000 or more consumers or 
households; or


• Earns more than half of its annual revenue from selling consumers' personal information.
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Adopts some elements from GDPR

CCPA

• the definition of personal data and sensitive data


• data protection impact assessments


• a right to delete data


• a right to data portability
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Do Not Sell My Personal Information

• The right to opt-out: the right to tell a business to stop selling their personal information


• CCPA Opt-Out Icon
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Daniel Solove

“The CCPA is obsessed with data transfer and fails 
to do much to address data use by the original 
collectors of the data. It relies far too heavily on 
privacy self-management and gives people rights 
that are largely empty and impractical to use at 
scale.”
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FTC and Section 5 of the FTC Act

• the Federal Trade Commission Act. Section 5(a) of the FTC Act provides that “unfair or 
deceptive acts or practices in or affecting commerce . . . are . . . declared unlawful.” 15 
U.S.C. Sec. 45(a)(1).
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Design Elements that Obscure or Subvert Privacy Choices

Dark Patterns

	 (1)  do not allow consumers to definitively reject data collection or use; 


	 (2)  repeatedly prompt consumers to select settings they wish to avoid; 


	 (3)  present confusing toggle settings leading consumers to make unintended privacy choices; 


	 (4)  purposely obscure consumers’ privacy choices and make them difficult to access; 


	 (5)  highlight a choice that results in more information collection, while greying out the option that enables consumers to limit 
such practices; and 


	 (6)  include default settings that maximize data collection and sharing. 
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App stores

36Image source: https://www.goodbarber.com/blog/how-to-publish-your-app-on-google-play-and-the-app-store-a107/



37https://support.google.com/googleplay/android-developer/answer/10144311 https://developer.apple.com/app-store/user-privacy-and-data-use/



Recap

• GDPR has a better coverage of privacy rights than US privacy laws


• Compliance is difficult, especially for small-to-medium-sized businesses


• Enforcement is difficult, unscalable, targeting primarily big companies


• App store privacy requirements are more concrete and have more impact on small 
developers


• Human-centered perspectives are important

38



Useful resources

• “INTERNET LAW: CASES & PROBLEMS” by James Grimmelmann


• https://semaphorepress.com/InternetLaw_overview.html


• teachprivacy.com founded by Professor Daniel Solove


• Prof. Elettra Bietti’s course “The Regulation of Technology in the Digital Platform Economy”
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