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ANnnouncements

. The project proposal assignment is due this Wednesday midnight
- Reading commentaries due this Wednesday noon

- We'll leave time for project idea discussion and feedback in the later part of today’s class



Agenda

- Refresher on Key Concepts of Privacy
- The EU general data protection regulation (GDPR)
- US privacy laws

- App stores
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- Privacy as Separation

- Privacy as Intimacy

. Privacy as Individuality

. Privacy as Control

- Privacy as [rust

- Contextual Integrity

- Privacy Harms

privacy



GDPR
The best and broadest
privacy law




GDPR

History and context

- Originally published in 2016; Became effective in 2018
- Becoming a model of privacy laws in many other countries

- Enforced by individual data protection authorities (DPAs) from the 27 EU member states



GDPR
| Meta slapped with record $1.3 billion EU fine
Penalties over data privacy

By Hanna Ziady, CNN
@ 4 minute read - Updated 11:37 AM EDT, Mon May 22, 2023

[l X & &

« Serious Violations

- Fines up to 20 million euros or 4% of total
annual worldwide turnover (whichever is

higher)

« Less Serious Violations

 Fines up to 10 million euros or 2% of total
annual worldwide turnover (whichever is

higher)

Meta's European headquarters in Dublin, Ireland Artur Widak/Anadolu Agency/Getty Images

« GDPR fines have now reached over €4 billion

image source: https://www.cnn.com/2023/05/22/tech/meta-facebook-data-privacy-eu-fine/index.html



GDPR

Scope: GDPR 1ollows the data; Organizations outside the EU are covered too

- Data controllers: Organizations that control the collection, use, or storage of personal data.

- Data processors: Organizations that store or process personal data for data controllers.

- Under Article 3, the Regulation applies to

. “the processing of personal data in the context of the activities of an establishment of a controller or
a processor in the Union, regardless of whether the processing takes place in the Union or not””

. “the processing of personal data of data subjects who are in the Union by a controller or processor
not established in the Union, where the processing activities are related to: (a) the offering of goods or
services, irrespective of whether a payment of the data subject is required, to such data subjects in
the Union; or (b) the monitoring of their behaviour as far as their behaviour takes place within the

Union”’



GDPR

Definitions of personal data

- Personal data are any information which are related to an identified or identifiable
natural person.

- Examples of personal data: name, identification number, location, o
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GDPR

Definitions of sensitive data

- Racial or ethnic origin

- Political opinions

- Religious or philosophical beliefs

- Trade union membership

- Genetic data

- Biometric data (where used for identification purposes)
- Health data

- Data concerning a person’s sex life or sexual orientation



GDPR

Legal basis

Personal data may not be processed unless there is at least one legal basis for doing so
(a) It the data subject has given consent to the processing of his or her personal datg;

(b) To fulfill contractual obligations with a data subject, or for tasks at the request of a data subject who is in the process
of entering into a contract;

(c) To comply with a data controller's legal obligations;
(d) To protect the vital interests of a data subject or another individual;
(e) To perform a task in the public interest or in official authority;

(f) For the legitimate interests of a data controller or a third party, unless these interests are overridden by interests of
the data subject or her or his rights according to the Charter of Fundamental Rights (especially in the case of children).



GDPR

consent

- Under Article 7, it is the burden of organizations to demonstrate that people validly
consented to the processing of their data.

- Consent must be “freely given’”

- According to Article 7 “When assessing whether consent is freely given, utmost account

shall be taken of the fact whether, among others, the performance of a contract,
including the provision of a service, is made conditional on the consent to the processing
of data that is not necessary for the performance of this contract”

13
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- Mandating explicit opt-in consent for data collection
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GDPR

Governance and accountapility requirements

- Requiring Data Protection Officers (DPOs)
- Requiring policies and procedures
- Requiring data protection impact assessments (DPIAS)

- Requiring workforce training



GDPR

Rights to privacy

- Right to Be Informed

- Right of Access

- Right to Rectification

- Right to Erasure (Right to be Forgotten)
- Right to Restrict Processing

- Right to Data Portability

- Right to Object to Processing

- Rights in Relation to Automated Decision-Making and Profiling
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Personal Information Leakage by Abusing the GDPR “Right of Access”

Mariano Di Martino!, Pieter Robyns1 , Winnie Weytsz, Peter Quax1’3,
Wim Lamotte!, and Ken Andries®*
I Hasselt University/tUL, Expertise Centre for Digital Media
2 Hasselt University - Law Faculty
3 Flanders Make
4 Attorney at the Brussels Bar
{mariano.dimartino,pieter.robyns,peter.quax,wim.lamotte,ken.andries}@uhasselt.be
winnie.weyts@student.uhasselt.be

Abstract

The General Data Protection Regulation (GDPR) “Right of
Access” grants (European) natural persons the right to request
and access all their personal data that is being processed by a
given organization. Verifying the identity of the requester is
an important aspect of this process, since it is essential to pre-
vent data leaks to unauthorized third parties (e.g. criminals).
In this paper, we evaluate the verification process as imple-
mented by 55 organizations from the domains of finances,
entertainment, retail and others. To this end, we attempt to im-
personate targeted individuals who have their data processed
by these organizations, using only forged or publicly available
information extracted from social media and alike. We show
that policies and practices regarding the handling of GDPR
data requests vary significantly between organizations and
can often be manipulated using social engineering techniques.
For 15 out of the 55 organizations, we were successfully able
to impersonate a subject and obtained full access to their
personal data. The leaked personal data contained a wide vari-
ety of sensitive information, including financial transactions,
website visits and physical location history. Finally, we also
suggest a number of practical policy improvements that can
be implemented by organizations in order to minimize the
risk of personal information leakage to unauthorized third
parties.

1 Introduction

On the 27th of April 2016, the European Parliament and the
Council of the European Union enacted Regulation 2016/679

Copyright is held by the author/owner. Permission to make digital or hard
copies of all or part of this work for personal or classroom use is granted
without fee.

USENIX Symposium on Usable Privacy and Security (SOUPS) 2019.
August 11-13, 2019, Santa Clara, CA, USA.

on “the protection of natural persons with regard to the
processing of personal data and on the free movement of
such data” [2]. This regulation, commonly referred to as the
General Data Protection Regulation (GDPR), supersedes Di-
rective 95/46/EC and provides a number of additional benefits
to natural persons (data subjects) when their data is processed
by third parties (data controllers). One such example is the
“Right of Access”, which allows the data subject (DS) to
request whether and which personal data concerning him or
her is being processed by the data controller (DC) [2, Art. 15].
As of 25 May 2018, the GDPR became enforceable,
meaning non-compliant DCs could face a fine of up to 20
million euros or 4% of the annual worldwide turnover of
the preceding financial year, depending on the nature of
the infringement [2, Art. 83]. This means that by now, DCs
should have implemented the necessary controls to allow
European DSs to exercise their “Right of Access” through
data requests (DRs), as this right has been extended from the
original Directive 95/46/EC originating from 1995. However,
the modi operandi and efficacy of these controls in context
of information security and privacy has, to the best of our
knowledge, not been investigated in current literature. In this
paper, we address exactly this issue. More concretely, we
examine the following aspects of the “Right of Access”:

e Which information about the DS is requested by the DC
in order to verify their personal identity?

e Based on the provided information, how does the DC
verify the credentials and hence the authenticity of the
request?

e Can the requested information be forged by an adversary
or can the DC be persuaded through social engineering
such that unauthorized access to the DS’s personal data
is obtained?

e How can the verification of the personal identity of the
DS be improved?

17
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DP!

Compliance gaps

How would you rate your current level of GDPR compliance?

25%
GDPR doesn’t apply
1%

1%
1%

Not at all compliant

Somewhat compliant

Moderately compliant

43%

Very compliant

38%

8%
7%

Fully compliant

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%
Share of respondents

® EU @ us.

(2019)

Source: https://www.statista.com/statistics/1172852/gdpr-compliance-among-eu-and-us-firms/
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In your experience, how would you assess the
compliance of most companies (your own and
others) with the following parts of the GDPR?

0% 20% 40% 60% 80% 100%

7.2 8 8.0

5.0 242 44.6 23.9 Data transfer rules (Articles 44 - 50)
@ most comply 100% ) most comply with the corerules [ most still have problems here [ most do not comply no answer
(2023)

Core Principles (Art. 5 - 11)

Information Obligation (Art. 13 - 14)

Data subject rights (Art. 15 - 22)

Documentation and organisation
(Art. 24 - 43)

Source: https://noyb.eu/sites/default/files/2024-01/GDPR_a culture of non-compliance_2.pdf

19
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GDPR checklist for data contrellers

Are you ready for the GDPR? Our GDPR checklistéan helpijjou'seclre you@organization, protect your customers’ data, and avoi@
non-compliance.

To understand the GDPR checklist, it is also useful to know some of the terminology and the basic structure of the law. You can find this information on our What is GDPR? page. Please
keep in mind that nothing on this page constitutes legal advice. We recommend you speak with an attorney specialized in GDPR compliance who can apply the law to your specific
circumstances.

G ) P —{ < : l ] e ( : 1<11 S t E ; Conduct andinft?m;ation audit to determine what information you > Organizations that have at least 250 employees or conduct higher-risk data
. PIIEEEEE EITRITNE NED EHEEES D processing are required to keep an up-to-date and detailed list of their

“You should check with a
lawvyer to make sure your
organization fully complies

with the G

processing activities and be prepared to show that list to regulators upon
> request. The best way to demonstrate GDPR compliance is using a data protection
impact assessment Organizations with fewer than 250 employees should also

Have a legal justification for your data processing activities.

conduct an assessment because it will make complying with the GDPR's other

. . . . requirements easier. In your list, you should include: the purposes of the processing,
Provide clear information about your data processing and legal > q y y PUTP P &

justification in your privacy policy. what kind of data you process, who has access to it in your organization, any third

parties (and where they are located) that have access, what you're doing to protect
the data (e.g. encryption), and when you plan to erase it (if possible).

Data security

)

)

R

Screenshot taken from: https://gdpr.eu/checklist/ 20



OW dO Home > Pr-oducts » Policy Generators » Privacy P-olicy Generator
practitioners Privacy Policy

approach GDPR Generator

Create a free privacy policy for your online business, website, or app.

C Om p -‘ anC e? Comply with laws like the GDPR, CCPA, CalOPPA, PIPEDA, and more.

One of the best privacy policy generators of 2023

Privacy policy generators & GDPR (J CCPA (% CalOPPA (% PIPEDA

Generate Privacy Policy

Screenshot taken from: https://termly.io/products/tl/privacy-policy-generator

21



App Name

Create custom service Most frequent services
v Contact form ‘ Please provide an App Name! J
R —— Facebook acc... +
Al Facebook Lik... . Contact Information
. 2.,' Google Analy... +
Access to third-party acco... Sabuloiis-desls.com g e .
. oogle Analy...

Advertising

152 Media

© Google Fonts 4 Personally Identifiable Information

® Google Maps ... + ‘
Mailing list... +

¥ Twitter Twee... + App Type -
‘ Select app type v ‘

Advertising serving infras...

1Agency

&) Google Tag M... +
Analytics

1plusX

Backup saving and management
2Checkout

Beta Testing

. . : i Services added
Building and running @(thi...

Collection of privacy-rela... . S e ¥ Contact form MObiIe OS

B 668068668608
5

3BMeteo widget

Commercial affiliation A ‘ Se|eCt mOblle OS A I

3Q

Connecting Data

Policy Effective Date

Contacting the User 42 Ads

4Dem ‘ 05/06/2023 D

Content commenting

Content performance and fe... 4Dem Landing Page Builder Owner’]’ype

Data transfer outside of t 4Dem Marketing Automation

‘ Select owner type v |

Data transfer outside the EU

(b) #2 App Privacy Policy Generator, questionnaire-mode

New Document Pivecy Policy X Q

W Favourites Popular New business Existing business Online business Personal matters Employment 8 HR  Others

Privacy Policy

Personal Information Collected Directly
Search results for “Privacy Policy” (84) Mobile App Privacy Policy o X

A Moblle App Privacy Policy slows you 10 communicate 10 customers and users how your application collects and uses the
Information collected.

Please select the personal inf. thon you | d 10 collect directly from the user:
~ollect divect means the us rectly provides you with this information. For example
for ar PCCOUNT ON yOur sife

Names B Done In under 5 minutes ¥ Last updaed 17 Mar 2023 © Suzabile for al Autralian states and 1erRores

Phore numbers Employee Privacy Policy

Document Summary

This Mobile App Privacy Policy not only covers your appiication, but also user interaction with your website. A Moblle

App Privacy POlCy tells Customars and users how your application collects and uses the information collecied. As peopie are
L aly ¢ about pe e ' being collected while using applications, & is crucial that you have & Moblle
App Privacy Policy to give your customers and users confidence In your application.

Email addresses

¥r Mobile App Privacy Policy

Mailing addresses

Job titles

Offline Privacy Policy You may be requited to have a Mobile App Privacy Policy to sty compliant with the Privacy Act 1988 [Cth] and in many other
countries. This compliance will not only ersure that you stay within the legal s but also the risk of having
your appiication rejected during the submission process.

Usermmames

Passwords

Contact pref Ces
Contact preferences Use this Mobile App Privacy Policy it:

You developed an application and want to tell customers and users how their information s collected and used.

@ Tips

Contact or authentication data

Billing addresses

What is personal information?

What does the Mobile App Privacy Policy cove?
Collection of persony information:
Use of personal information
Desclosure of personal information;
Securty of personal Infoemation;
Cookles.
Third parties access to personal Information;
Geolocation; and
Opt-out g

Debit/credit card numbers

Add your own

Other names for Mobile App Privacy Policy Include:

Privacy Statement; and
App Privacy Stsement.

o T a— O
(c) #3 Termly, questionnaire-mode (d) #10 Lawpath, document-mode

BACK SAVE & NEXT

Pan, Shidong, et al. "Is It a Trap? A Large-scale Empirical Study And Comprehensive Assessment of Online Automated Privacy Policy Generators for Mobile Apps." 33rd USENIX Security Symposium (USENIX Security 24). 2024.
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compliance?
Updated User Consent Policy

and Content Management
Platforms

%%APP_NAME%% asks for your
consent to use your personal data
to:

Personalised ads and content, ad and
a content measurement, audience insights
and product development

o Store and/or access information on a
device

v Learn more

Your personal data will be processed and
information from your device (cookies, unique
identifiers, and other device data) may be stored
by, accessed by and shared with third party

Purchase No-Ads Bundle

Manage options

Image source: https://groups.google.com/g/google-admob-ads-sdk/c/pG2eFsfIRIY?pli=]
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[ncompleteness and
[nconsistency in Privacy

1809.08396v3 [cs.CR] 24 Jun 2019

arxXiv

Thomas Linden, Rishabh Khandelwal, Hamza Harkous, and Kassem Fawaz*

The Privacy Policy Landscape After the GDPR

Abstract: The EU General Data Protection Regulation
(GDPR) is one of the most demanding and comprehen-
sive privacy regulations of all time. A year after it went
into effect, we study its impact on the landscape of privacy
policies online. We conduct the first longitudinal, in-depth,
and at-scale assessment of privacy policies before and after
the GDPR. We gauge the complete consumption cycle of
these policies, from the first user impressions until the com-
pliance assessment. We create a diverse corpus of two sets
of 6,278 unique English-language privacy policies from in-
side and outside the EU, covering their pre-GDPR and the
post-GDPR versions. The results of our tests and analyses
suggest that the GDPR has been a catalyst for a major
overhaul of the privacy policies inside and outside the EU.
This overhaul of the policies, manifesting in extensive tex-
tual changes, especially for the EU-based websites, comes
at mixed benefits to the users.

While the privacy policies have become considerably longer,
our user study with 470 participants on Amazon MTurk
indicates a significant improvement in the visual represen-
tation of privacy policies from the users’ perspective for
the EU websites. We further develop a new workflow for
the automated assessment of requirements in privacy poli-
cies. Using this workflow, we show that privacy policies
cover more data practices and are more consistent with
seven compliance requirements post the GDPR. We also
assess how transparent the organizations are with their pri-
vacy practices by performing specificity analysis. In this
analysis, we find evidence for positive changes triggered by
the GDPR, with the specificity level improving on average.
Still, we find the landscape of privacy policies to be in a
transitional phase; many policies still do not meet several
key GDPR requirements or their improved coverage comes
with reduced specificity.

1 Introduction

For more than two decades since the emergence of the
World Wide Web, the “Notice and Choice” framework has
been the governing practice for the disclosure of online

Thomas Linden: University of Wisconsin, E-mail: tlin-
den2@wisc.edu

Rishabh Khandelwal: University of Wisconsin, E-mail:
rkhandelwal3@wisc.edu

Hamza Harkous: Ecole Polytechnique Fédérale de Lausanne,
E-mail: hamza.harkous@gmail.com

*Corresponding Author: Kassem Fawaz: University of
Wisconsin, E-mail: kfawaz@wisc.edu

privacy practices. This framework follows a market-based
approach of voluntarily disclosing the privacy practices and
meeting the fair information practices [18]. The EU’s recent
General Data Protection Regulation (GDPR) promises to
change this privacy landscape drastically. As the most
sweeping privacy regulation so far, the GDPR requires
information processors, across all industries, to be trans-
parent and informative about their privacy practices.

Research Question

Researchers have conducted comparative studies around
the changes of privacy policies through time, particularly
in light of previous privacy regulations (e.g., HIPAAT\ and
GLB 11, 2,4, 19]. Interestingly, the outcomes of these
studies have been consistent: (1) the percentage of websites
with privacy policies has been growing, (2) the detail-level
and descriptiveness of policies have increased, and (3) the
readability and clarity of policies have suffered.

The GDPR aims to address shortcomings of previous
regulations by going further than any prior privacy reg-
ulation. One of its distinguishing features is that non-
complying entities can face hefty fines, the maximum of 20
million Euros or 4% of the total worldwide annual revenue.
Companies and service providers raced to change their pri-
vacy notices by May 25", 2018 to comply with the new reg-
ulations [6]. With the avalanche of updated privacy notices
that users had to accommodate, a natural question follows:

What is the impact of the GDPR on the landscape of
online privacy policies?

Researchers have recently started looking into this ques-
tion by evaluating companies’ behavior in light of the
GDPR. Their approaches, however, are limited to a small
number of websites (at most 14) [5; 23|. Concurrent to
our work, Degeling et al. [6], performed the first large-
scale study focused on the evolution of the cookie consent
notices, which have been hugely reshaped by the GDPR
(with 6,579 EU websites). They also touched upon the
growth of privacy policies, finding that the percentage of
sites with privacy policies has grown by 4.9%.

1 The Health Information and Portability Accountability Act of 1996.
2 The Gramm-Leach-Bliley Act for the financial industry of 1999.
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CHKPLUG: Checking GDPR Compliance of
WordPress Plugins via Cross-language Code

Property Graph

Faysal Hossain Shezan Zihao Su Mingqing Kang Nicholas Phair = Patrick William Thomas
University of Virginia University of Virginia Johns Hopkins University University of Virginia  University of Virginia
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Michelangelo van Dam Yinzhi Cao
in2it Johns Hopkins University
michelangelo @in2it.be yinzhi.cao @jhu.edu

Abstract—WordPress, a well-known content management sys-
tem (CMS), provides so-called plugins to augment default func-
tionalities. One challenging problem of deploying WordPress
plugins is that they may collect and process user data, such as
Personal Identifiable Information (PII), which is usually regulated
by laws such as General Data Protection Regulation (GDPR). To
the best of our knowledge, no prior works have studied GDPR
compliance in WordPress plugins, which often involve multiple
program languages, such as PHP, JavaScript, HTML, and SQL.

In this paper, we design CHKPLUG, the first automated
GDPR checker of WordPress plugins for their compliance with
GDPR articles related to PII. The key to CHKPLUG is to match
WordPress plugin behavior with GDPR articles using graph
queries to a novel cross-language code property graph (CCPG).
Specifically, t he C CPG m odels b oth i nline 1 anguage integration
(such as PHP and HTML) and key-value-related connection (such
as HTML and JavaScript). CHKPLUG reports a GDPR violation
if certain patterns are found in the CCPG.

We evaluated CHKPLUG with human-annotated WordPress
plugins. Our evaluation shows that CHKPLUG achieves good
performance with 98.8% TNR (True Negative Rate) and 89.3%
TPR (True Positive Rate) in checking whether a certain Word-
Press plugin complies with GDPR. To investigate the current
surface of the marketplace, we perform a measurement analysis
which shows that 368 plugins violate data deletion regulations,
meaning plugins do not provide any functionalities to erase user
information from the website.

I. INTRODUCTION

WordPress, a well-known content management system
(CMS), provides so-called plugins and themes—usually de-
veloped by third parties —for website owners to augment
the default functionalities of the CMS. To date, WordPress
has around 60K plugins [39] and they generate over a billion
dollars of revenue each year [12]. One challenging problem of
using WordPress plugins is that they may collect and process

Network and Distributed System Security (NDSS) Symposium 2023
27 February - 3 March 2023, San Diego, CA, USA

ISBN 1-891562-83-5

https://dx.doi.org/10.14722/ndss.2023.24610
www.ndss-symposium.org

Yuan Tian
University of California, Los Angeles
yuant@ucla.edu

personally identifiable information (PII), which is regulated
by privacy laws such as the European Union-introduced Gen-
eral Data Protection Regulation (GDPR). These plugins are
published in the global App market and can be accessed or
integrated by anyone around the world using the WordPress
store. That is unless they specifically block EU traffic, it is
the default assumption that they will have potential European
Union traffic [32] and need to obey GDPR. An existing
article [32] shows that it is the site owner’s responsibility to
ensure all the plugins installed on their website follow GDPR.
Compliance with GDPR will help plugin developers to increase
possible installations of their plugins. Plugin developers often
are not familiar with privacy laws and therefore the need for
an automatic checker is increasing for both plugin developers
and website owners using these plugins.

To the best of our knowledge, there are no prior works that
check the compliance of WordPress plugins against different
GDPR articles related to private data. On one hand, researchers
are studying the compliance of websites against certain GDPR
articles, such as cookie and tracking opt-outs [73], [74]. Simi-
larly, a multitude of free and paid services exist to evaluate the
GDPR compliance of given websites and vary in complexity,
ranging from consulting to cookie analyzers [5], [8], [16] to
do-it-yourself checklists [7], [19]. However, these only cover a
specific subset of GDPR requirements such as cookie consent
or involve slow or expensive manual review [6], [17].

On the other hand, prior works investigated GDPR compli-
ance in mobile app markets by checking the presence of user
consent [67], [68], [83], privacy policies [26], [27], [56], [81],
[89], [90], cookies [30], [37], and by analyzing network traffic
data [41], [46]. While such works are important and successful
in checking client-side GDPR compliance, unfortunately, they
cannot be extended to WordPress plugins where PlIs are often
collected on the client side using HTML and JavaScript, but
processed at the server via PHP and SQL. That is, personally
identifiable information is flowing between the client and

server and is processed heterogeneously across the program )5

language boundaries.

Such cross-language dataflows are challenging to identify,
let alone be used for detecting GDPR violations because of



[Article 15] Data Access (Paccess)- Article 15 mandates
user access to stored personal data. If the plugin utilizes
any custom database for storing personal data, the plugin
is required to provide data export functionality to comply
with P, ...ss. Note that a plugin is not strictly required to
provide data access functions, as WordPress natively provides
an exporter tool that can access data from WordPress’s core
databases. Yet, WordPress still encourages plugins to imple-
ment a data access function as a best practice [23]. In summary,
we devise the following rules integrated into CHKPLUG to
determine whether a plugin follows Pyccess:

e A plugin stores PII via a custom database and the plugin
provide the option to download all the stored PII —
COMPLY

e A plugin stores PII in WordPress core database —
COMPLY

e A plugin does not store PIl - COMPLY

e A plugin stores PII in a custom database but provides
partial/no set of PII to export — VIOLATION

[Article 17] Data Deletion (Pj.icte)- Pyeiete 18 almost
similar to P, ccss, €Xcept for Pjeere plugin needs to provide
deletion functionality even for the storage in WordPress core
database according to article 17. We list the following rules to
identify whether a plugin violates Pjgjcte-

e A plugin stores PII and provides the option to delete all
the stored PII — COMPLY

e A plugin does not store any PII — COMPLY

e A plugin stores PII but only provides partial or no set of
PII to delete —+ VIOLATION

[Article 28] Third-party Data Sharing (Pipere)- The
plugin is responsible for disclosing third-party data sharing to
users. If CHKPLUG finds any remote request sink that personal
data sources can traverse to, it implies that the plugin sends
certain personal data to a third party. In such a case, the plugin
1s required to comply with P, according to article 28. If
plugins do not send PII to a third party, then they do not
need to follow Pspare, and thus are automatically compliant.
Whenever the plugin is sharing data with a third party it needs
to disclose it in its privacy policy. Failing to do so will result
in a GDPR violation. Moreover, Fgp. applies regardless
of the URL, because even if the receiving endpoint is the
plugin developer, such a case is still considered third-party
data sharing, as the plugin developer is considered a third-
party from the perspective of the website owner that deploys
the plugin in their website. In particular, we build the following
rules to check violation of P, using CHKPLUG:

e A plugin does not collect any PII — COMPLY

e A plugin does not share any PII — COMPLY

e A plugin shares PII with a third party (including the
plugin developer website) and discloses it in the privacy
policy — COMPLY

e A plugin shares PII with a third party (including the
plugin developer website) but does not disclose it in the
privacy policy — VIOLATION

e A plugin shares PII and does not have any privacy policy
— VIOLATION

[Article 32] Security of PII (Psccurity)- According to
article 32, plugins need to encrypt or perform hash operations
on personal data before sending it over the network. Even if
they use a secure channel for such communication, then it is
considered protected. Failure to do so will violate Pgccyprity-
We determine a plugin violating Pgccyurity by checking the
following rules-

e A plugin sends the encrypted PII to secure/insecure
channel —+ COMPLY

e A plugin sends PII to any remote URL a secure commu-
nication channel (e.g., HTTPS) — COMPLY

e A plugin sends PII to any remote URL an insecure
communication channel (e.g., HTTP) — VIOLATION

Shezan, Faysal Hossain, et al. "Chkplug: Checking gdpr compliance of wordpress plugins via cross-language code property graph." Network and Distributed System Security (NDSS) Symposium 2023. 2023.
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Uo. Privacy Laws

- No general privacy laws at federal level
- Nearly 20 states have passed their own broadly-applicable consumer privacy laws
- Sectoral privacy laws at the federal level

- HIPAA

- FERPA

- COPPA

« GLBA
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CCPA

History and context

- Passed on September 13, 2018; Became effective on January 1, 2020
. the first comprehensive consumer privacy legislation in the U.S.

- Enforced by the California Attorney General’s Office
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CCPA

SCOope

- The CCPA applies to any business, including any for-profit entity that collects consumers'

oersonal data, does business in California, and satisfies at least one of the following
thresholds:

- Has annual gross revenues in excess of $25 million;

- Buys, receives, or sells the personal information of 100,000 or more consumers or
nouseholds; or

- Earns more than half of its annual revenue from selling consumers' personal information.
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CCPA

Adopts some elements from GDPR

. the definition of personal data and sensitive dato
. data protection impact assessments
- aright to delete data

. a right to data portability
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Do Not Sell My Personal Information

- The right to opt-out: the right to tell a business to stop selling their personal information

- CCPA Opt-Out lcon

Do Not Sell My Personal Information




"The CCPA 1s obsessed with data transfer and fails
to do much to address data use by the original
collectors of the data. It relies far too heavily on
privacy sell-management and gives people rights
that are largely empty and impractical to use at
scale’

Daniel Solove
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FTC and Section b of the FTC Act

- the Federal Trade Commission Act. Section 5(a) of the FTC Act provides that “unfair or
deceptive acts or practices in or affecting commerce ... are ... declared unlawful.” 15

U.S.C. Sec. 45(a)(1).
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Dark Patterns

Design Elements that Obscure or Subvert Privacy Choices

(1) do not allow consumers to definitively reject data collection or use;

(2) repeatedly prompt consumers to select settings they wish to avoid;

(3) present confusing toggle settings leading consumers to make unintended privacy choices;

(4) purposely obscure consumers’ privacy choices and make them difficult to access;

(5) highlight a choice that results in more information collection, while greying out the option that enables consumers to limit

such practices; and

(6) include default settings that maximize data collection and sharing.

Bringing Dark Patterns t Light

AN FTC WORKSHOP
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For Release

FTC Takes Action Against Amazon for Enrolling Consumers in
Amazon Prime Without Consent and Sabotaging Their

Attempts to Cancel

Complaint outlines details of company’s knowing failure to address non-consensual

subscriptions and cancellation trickery

June 21,2023 @ X @

Tags: Consumer Protection Bureau of Consumer Protection | deceptive/misleading conduct
Technology @ Advertising and Marketing | Online Advertising and Marketing
Advertising and Marketing Basics

The Federal Trade Commission is taking action against Amazon.com, Inc. for its years-long effort to
enroll consumers into its Prime program without their consent while knowingly making it difficult for

consumers to cancel their subscriptions to Prime.

In a complaint filed today &, the FTC charges that Amazon has knowingly duped millions of
consumers into unknowingly enrolling in Amazon Prime. Specifically, Amazon used manipulative,
coercive, or deceptive user-interface designs known as “dark patterns” to trick consumers into

enrolling in automatically-renewing Prime subscriptions.

Amazon also knowingly complicated the cancellation process for Prime subscribers who sought to

end their membership. The primary purpose of its Prime cancellation process was not to enable

Related Cases

Amazon.com, Inc. (ROSCA), FTC v.

For Consumers

Blog: Were you charged for Amazon
Prime without your permission?

Getting In and Out of Free Trials,
Auto-Renewals, and Negative Option
Subscriptions

For Businesses
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AP stores

4
Google Play App Store

Image source: https://www.goodbarber.com/blog/how-to-publish-your-app-on-google-play-and-the-app-store-a107/ 36



User privacy and data use

The App Store is designed to be a safe and trusted place for users to discover apps created
by talented developers around the world. Apps on the App Store are held to a high
standard for privacy, security, and content because nothing is more important than B userData

Privacy, Deception and Device Abuse

maintaining users' trust. In order to submit new apps and app updates, you need to provide
information about some of your app's data collection practices on your product page.
You're required to ask users for their permission to track them across apps and websites

owned by other companies.

Describing data usage  Asking permission to track  Attributing app installations

Describing how your
app uses data

The App Store helps users better understand an app’s privacy practices
before they download the app. On each app’s product page, users can learn
about some of the data types an app may collect, and whether the
information is used to track them or is linked to their identity or device.

In order to submit new apps and app updates, you must provide information
about your privacy practices in App Store Connect. If you use third-party
code — such as advertising or analytics SDKs — you need to describe what
data the third-party code collects, how the data may be used, and whether
the data is used to track users.

Learn more >

+
t.. What's new

An important part of submitting your app to the App Store is explaining
how your app handles user data. Two new updates make it easier to

accurately provide Privacy Nutrition Labels and improve the integrity of
the software supply chain: signatures for third-party SDKs and privacy

9:41

< Apps

App Privacy See Details

The developer, PalAbout Inc., indicated that the
app's privacy practices include handli

scribed below. For more inforr
the developer's privacy policy

o
“
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®
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https://developer.apple.com/app-store/user-privacy-and-data-use/

User Data

You must be transparent in how you handle user data (for example, information collected from
or about a user, including device information). That means disclosing the access, collection,
use, handling, and sharing of user data from your app, and limiting the use of the data to the
policy compliant purposes disclosed. Please be aware that any handling of personal and
sensitive user data is also subject to additional requirements in the "Personal and Sensitive
User Data" section below. These Google Play requirements are in addition to any requirements
prescribed by applicable privacy and data protection laws.

If you include third party code (for example, an SDK) in your app, you must ensure that the third
party code used in your app, and that third party’s practices with respect to user data from
your app, are compliant with Google Play Developer Program policies, which include use and
disclosure requirements. For example, you must ensure that your SDK providers do not sell
personal and sensitive user data from your app. This requirement applies regardless of whether
user data is transferred after being sent to a server, or by embedding third-party code in your

app.
COLLAPSE ALL EXPAND ALL

Personal and Sensitive User Data

Personal and sensitive user data includes, but isn't limited to, personally identifiable information, financial
and payment information, authentication information, phonebook, contacts, device location %, SMS and
call-related data, health data, Health Connect data, inventory of other apps on the device, microphone,
camera, and other sensitive device or usage data. If your app handles personal and sensitive user data,
then you must:

« Limit the access, collection, use and sharing of personal and sensitive user data acquired through the
app to app and service functionality and policy-conforming purposes reasonably expected by the user:

M @ @ W @& W

Permissions and APIs that Access

Sensitive Information

Device and Network Abuse
Deceptive Behavior
Misrepresentation

Google Play's Target API Level Policy
SDK Requirements

Preview: Permissions and APIs that

Access Sensitive Information

https://support.google.com/googleplay/android-developer/answer/10144311
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Rrecap

- GDPR has a better coverage of privacy rights than US privacy laws
- Compliance is difficult, especially for small-to-medium-sized businesses
- Enforcement is difficult, unscalable, targeting primarily big companies

- App store privacy requirements are more concrete and have more impact on small
developers

- Human-centered perspectives are important
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Useful resources

« “INTERNET LAW: CASES & PROBLEMS” by James Grimmelmann

. https://semaphorepress.com/Internetl aw_overview.htm

. teachprivacy.com founded by Professor Daniel Solove

- Prof. Elettra Bietti's course “The Regulation of Technology in the Digital Platformm Economy”


https://semaphorepress.com/InternetLaw_overview.html
http://teachprivacy.com

