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CS 7375: Seminar: Human-Centered Privacy Design and Systems

(co-located with PHIL 5110)

Welcome & Overview
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Who am I

• Tianshi Li (tianshil.me)


• Assistant Professor in Khoury College of Computer Sciences


• Office: 177 Huntington Ave, 505


• Office hour: Wednesday 1-2pm (by appointment)


• I do research on human-centered privacy
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http://tianshil.me


Tell us something about you!

• Name


• Year and major


• Research experiences/interests


• Why do you select this course?
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“The Federal Government will 
enforce existing consumer 
protection laws and principles and 
enact appropriate safeguards 
against fraud, unintended bias, 
discrimination, infringements on 
privacy, and other harms from AI.”
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Policy

User

Developer

Privacy Incidents
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Viewing privacy 
issues from a 
human-centered 
lens
Taking ChatGPT as an 
example
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Have you felt 
ChatGPT knows 
too much about 
you?
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Have you read 
the privacy policy 
to use ChatGPT?
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What are the 
possible 
consequences?
How are they aligned with 
users’ awareness and 
concerns?
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Have you noticed 
and used the 
privacy controls 
of ChatGPT?
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Do users really understand what 
happen to their data?

Do users really have a choice?
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A participant in our user studies on privacy risks in ChatGPT

There is a price for getting 
the benefits of using this 
application... It’s a fair game
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Is privacy dead? 
Why?
What’s your opinions?
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Privacy shouldn’t 
become users’ 
burden
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Privacy is difficult

• Abstract


• Not one-size-fits-all


• Delayed impact


• Inconvenient


• Counterproductive


• “Only for those with something to hide”
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Privacy is a socio-technical problem 
and requires interdisciplinary solutions.
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Need a more constructive and proactive view of privacy

• When designing a product, you best understand potential privacy risks.


• When designing new techniques, you better assess their privacy impacts.


• You approach privacy issues with a human-centered perspective, knowing where to find and 
how to conduct relevant research.

These are the expected learning objectives of this course!
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Course preview
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The first 
publication on 
privacy rights in 
the U.S.

the first amateur camera, the Kodak 
camera released in 1888
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2: Key concepts 
of privacy
What’s the definition of 
privacy?
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3: Human-
Centered 
Privacy
The problems we solve reflect 
people’s real needs

The solutions we propose are 
solutions humans will really 
use.
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4: Compliance
How is privacy defined in laws?

What are requirements of 
privacy of app stores?

Do they truly reflect users/
consumers’ interests?
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5: Privacy 
Design 
Principles
Design for privacy is difficult!

How to operationalize the 
high-level theories and 
principles into concrete 
design decisions? 
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6: PETs (from a 
Human-
Centered POV)
Want to share and analyze 
data while still preserving 
privacy? We have PETs!

But are they usable and 
useful?

Source: NATIONAL STRATEGY TO ADVANCE PRIVACY-
PRESERVING DATA SHARING AND ANALYTICS
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7-13: Special 
Topics!
AI, XR, Accessibility, Design 
and engineering support for 
Privacy…
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14: Final presentation!
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Course logistics
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Syllabus

• https://neucs7375.github.io/
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https://neucs7375.github.io/


Teams

• We'll use Team to manage assignments, share resources, send reminders of assignment due 
dates, and help you connect with other students for the course presentation and project.
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Grading

• 20% Class Participation


• 20% Reading Commentaries


• 20% Discussion Lead


• 40% Project, including


• 5% Project proposal (Due: Sep 25)


• 10% Mid-term Presentation


• 15% Final presentation


• 10% Final project report
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Class Policies

• In-person Participation: Attendance + Answer questions + Participate in discussion


• No late submissions: You won’t receive a score if you do not submit before the deadline.


• AI policy:


• Direct generation using AI is not allowed


• Can use AI to do research, but need to fact check


• Can use AI for proofreading


• Pay attention to the deadline times (12pm noon)
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Course Format

• We’ll cover one topic every week


• Monday: Lecture


• Wednesday: Discussion


• We’ll include time for project workshops in some classes.
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Lecture

• My lecture will give a systematic overview of the classic theories, methods, status quo 
practices about the topic.


• The lecture will follow an interactive format.


• We’ll have guest speakers occasionally
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Discussion

• Each discussion will be led by two students and cover three papers


• About 30 minutes per paper


• 15 minutes review + proponent/opponent points


• 15 minutes discussion


• Each person should take on at least one “proponent" role and one “opponent” role.


• The sign-up sheet has been released on Teams. Please sign up before this Friday 
(September 6).
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https://docs.google.com/spreadsheets/d/1XkwOqNOysP_vcq72RwJeVZdgQtptIg-aDebbyJY4_Ps/edit?usp=sharing


Reading Commentaries

• Commentaries of each paper should include


• A brief summary of the paper


• A critical review of the paper, including what you like about it and what can be improved or built 
upon


• At least one question that you had when reading the paper for discussion


• Submission on Teams


• No need to write commentaries if you’re the discussion lead of that week.


• All commentaries will be shared with the discussion lead to facilitate the discussion.
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Reading Commentaries

• Discussion leads will be given access to 
a doc that contains all the reading 
commentaries.


• You should incorporate some points 
into your slides
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Course project

• Group projects (2-3 people in a group)


• $100 budget


• Potential for publications


• To help with match-making, please send a message on Teams to introduce yourself 
before this Friday (Sept 6).
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Project types

• Your current research project related to applied privacy


• Build systems + user studies


• Design prototypes + user studies


• Pure user studies (studying existing systems)
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Project checkpoint 1: Proposal

• By Sept 25, you’re expected to


• have a team


• have a clear project idea including: 1. motivation and research gaps (optional); 2. research 
questions; 3. proposed research activities


• have talked to me at least once and got my approval on the project


• A one-pager project proposal is due on Sept 25.
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Project checkpoint 2: Mid-term presentation

• The class on October 28 will be reserved for mid-term presentation


• Each team should give a 15-minute presentation followed by 5-minute Q&A. The presentation should cover:


• Background, research gaps, motivations of the problem you’re tackling


• Research questions and your proposed tasks to answer these questions


• Project progress: At this point, you should have already conducted research to validate and refine your research 
directions and plans.


• System prototypes


• Study protocols


• Preliminary studies
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Project checkpoint 3: Final presentation

• The class on December 3 will be reserved for the final presentation


• Each team should give a 15-minute presentation followed by 5-minute Q&A. The 
presentation should cover:


• Background, research gaps, motivations of the problem you’re tackling


• Research questions and your proposed tasks to answer these questions


• Final updates: At this point, you should have already completed the planned activities and 
and obtained substantial results 
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Project checkpoint 4: Final report

• Due on December 10 (Monday)
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Human-subjects 
research and 
IRB
Class projects are exempt 
from IRB reviews

Talk to me if you’re interested 
in publishing the results
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How to generate 
good ideas?
To have a good idea, you 
need to first have a lot of 
ideas!
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Example Project Ideas

47



Privacy Control 
of ChatGPT

Source: https://www.scholarhub.nl/llm-cas-userprivacy
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https://www.scholarhub.nl/llm-cas-userprivacy


Guard LM Agents 
Against 
Unintentional 
Privacy Leakage

Source: https://github.com/SALT-NLP/PrivacyLens
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https://github.com/SALT-NLP/PrivacyLens


Personalization
How to help users manage 
privacy in a way that matches 
their preferences?

Source: Privacy Norms for Smart Home Personal Assistants (CHI’2021)
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Help Designers 
Empathize with 
Privacy Needs
How to detect privacy anti-
patterns?

Source: https://www.haojianj.in/resource/pdf/zoomattention-presentation.pdf
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https://www.haojianj.in/resource/pdf/zoomattention-presentation.pdf


Human-
Centered PETs
Help people audit privacy-
enhancing technologies

Source: Towards Understanding Differential Privacy: When Do People 
Trust Randomized Response Technique? (CHI 2017) 52



Evaluate the privacy 
design of applications 
from a human-
centered perspectives
XR

Text entry

Health

Education

…

53



Now chat with your neighbors

• Why did you select this course?


• What do you think about privacy?


• Project directions you’re interested in?
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Action items

• By the end of this class: Make sure you can access Teams


• By this Friday (Sept 6)


• Select the discussion lead topics


• Introduce yourself to everyone on Teams


• By next Wednesday (Sept 11)


• Submit the first set of reading commentaries


• Two students will lead the first discussion
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