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CS 7375: Seminar: Human-Centered Privacy Design and Systems

Welcome & Overview
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Who am I

• Tianshi Li (tianshili.me)


• Assistant Professor in Khoury College of Computer Sciences


• Office: 177 Huntington Ave, 505


• Office hour: Wednesday 1-2pm (by appointment)


• I do research on human-centered privacy


• This is the second time I’m teaching this class
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http://tianshili.me


Tell us something about you!

• Name


• Year and major


• Research experiences/interests


• Why do you select this course?
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“The Federal Government will 
enforce existing consumer 
protection laws and principles and 
enact appropriate safeguards 
against fraud, unintended bias, 
discrimination, infringements on 
privacy, and other harms from AI.”

4



5



6



Viewing privacy 
issues from a 
human-centered 
lens
Taking ChatGPT as an 
example
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How much does 
ChatGPT know 
about you?
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What are the 
possible 
consequences?
How are they aligned with 
users’ awareness and 
concerns?

10



Have you taken any 
actions to protect 
your privacy when 
using ChatGPT?
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Have you read 
the privacy policy 
to use ChatGPT?
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Do users really understand what 
happen to their data?

Do users really have a choice?
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A participant quote from ““It’s a Fair Game”, or Is It? Examining How Users Navigate Disclosure Risks and Benefits When 
Using LLM-Based Conversational Agents” (CHI 2024)

“There is a price for getting 
the benefits of using this 
application... It’s a fair game”
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Is privacy dead? 
Why?
What’s your opinions?
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Privacy shouldn’t 
become users’ 
burden

16



Privacy is difficult

• Abstract


• Not one-size-fits-all


• Delayed impact


• Inconvenient


• Counterproductive


• “Only for those with something to hide”
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Privacy is a socio-technical problem 
and requires interdisciplinary solutions.
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Need a more constructive and proactive view of privacy

• When designing a product, you best understand potential privacy risks.


• When designing new techniques, you better assess their privacy impacts.


• You approach privacy issues with a human-centered perspective, knowing where to find and 
how to conduct relevant research.

These are the expected learning objectives of this course
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Course preview
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The first 
publication on 
privacy rights in 
the U.S.

the first amateur camera, the Kodak 
camera released in 1888
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Key concepts of 
privacy
What’s the definition of 
privacy?
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Human-
Centered 
Privacy
The problems we solve reflect 
people’s real needs

The solutions we propose are 
solutions humans will really 
use.
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Compliance
How is privacy defined in laws?

What are requirements of 
privacy of app stores?

Do they truly reflect users/
consumers’ interests?
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Privacy Design 
Principles
Design for privacy is difficult!

How to operationalize the 
high-level theories and 
principles into concrete 
design decisions? 
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PETs (from a 
Human-
Centered POV)
Want to share and analyze 
data while still preserving 
privacy? We have PETs!

But are they usable and 
useful?

Source: NATIONAL STRATEGY TO ADVANCE PRIVACY-
PRESERVING DATA SHARING AND ANALYTICS
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Special Topics!
AI, XR, Accessibility, Design 
and engineering support for 
Privacy…
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Course logistics
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Syllabus

• https://neucs7375.github.io/
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https://neucs7375.github.io/


Grading

• 30% Class Participation


• 20% Reading Commentaries


• 10% Discussion Lead


• 10% DP Assignment


• 30% Individual Project, including


• 5% Initial idea description


• 10% Project proposal presentation


• 15% Final presentation or literature review manuscript
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Class Policies

• In-person Participation: Attendance + Answer questions + Participate in discussion


• You're allowed to miss one class—send me an email beforehand if you plan to do so. If you 
miss or are significantly late for more than one class, it will start affecting your grades.


• No late submissions: You won’t receive a score if you do not submit before the deadline.


• AI policy:


• Direct generation using AI is not allowed


• Can use AI for proofreading

31



Course Format

• Each class = lecture + two paper discussions


• We’ll include time for project workshops in some classes.
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Lecture

• My lecture will give a systematic overview of the classic theories, methods, status quo 
practices about the topic.


• The lecture will follow an interactive format.
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Discussion

• Each paper discussion will be led by two students


• About 50 minutes per paper


• 20 minutes presentation; feel free to refer to and reuse existing slides with proper citations


• 30 minutes discussion


• Each person should lead the discussion of two papers.


• The sign-up sheet has been released on Teams. Please sign up before this Friday (Jan 
10)

34

https://docs.google.com/spreadsheets/d/1eXUPbNaMhtV9JAjRmev9Izpcr-xtVibsknHroygr2Es/edit?usp=sharing


Reading Commentaries

• Submission on HotCRP: https://neu-cs7375fall24.hotcrp.com


• The discussion lead can incorporate some points of other classmates’ commentaries 
into your slides to facilitate the discussion.
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https://neu-cs7375fall24.hotcrp.com


36



37



38



39



Differential Privacy (DP) Assignment

• Goals:


• Get a hands-on experience in DP by seeing how attacks work and how DP (and other PETs) 
address the attacks


• Understand the applications, capabilities, and tradeoffs of different DP mechanisms


• Format:


• Coding tasks + data analysis questions
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Course project

• Individual project


• You’re encouraged to use your ongoing research project as the course project; Make sure to 
talk to your advisor if you do this.
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Project types

• Type 1: Literature Review


• Type 2: Original Research


• Build systems + user studies


• Design prototypes + user studies


• Pure user studies (studying existing systems)


• Others (need to be related to privacy and involve human-centered perspectives)


• You can choose to do either a Type 1 or Type 2 project
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Human-subjects 
research and 
IRB
Class projects are exempt 
from IRB reviews

Talk to me if you’re interested 
in publishing the results
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How to generate 
good ideas?
To have a good idea, you 
need to first have a lot of 
ideas!

44



Example Project Ideas from Last Semester

• Examining User Disclosure Behavior Under Persuasive Conversations with LLM-based 
Conversational Agents


• Gamification of Privacy Policies


• Investigating StudentWorker Understandings of University Data Collection


• Choice Manipulation Tactics in Corporate Discourse
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Project checkpoint 1: Idea descriptions

• By Feb 10, you’re expected to have conceived a few project ideas. Submit at least two idea 
descriptions including: 1. motivation and research gaps (optional); 2. research questions; 3. 
proposed research activities
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Project checkpoint 2: Project proposal

• The class on March 10 will be reserved for the project proposal presentation


• Each person should give a 5-minute pitch of your proposal, followed by 5-minute Q&A. 


• For an Original Research project, your presentation needs to cover:


• Background and motivations: Why is it an important problem? What are the research gaps?


• Research questions and your proposed tasks to answer these questions


• For a Literature Review project, your presentation needs to cover:


• Defining the topic and the scope of your literature review


• An initial list of references
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Project checkpoint 3: Final presentation

• The class on April 14 will be reserved for the final presentation


• Students who choose to do an original research project should give a 15-minute presentation followed 
by 5-minute Q&A. The presentation should cover:


• Background, research gaps, motivations of the problem you’re tackling


• Research questions and your proposed tasks to answer these questions


• Final updates: At this point, you should have already completed the planned activities and and 
obtained substantial results


• Students who choose to do a literature review project don’t need to give a presentation, but need to 
submit a manuscript
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Teams

• We'll use Teams to manage assignments, share resources, send reminders of assignment 
due dates, and help you connect with other students for the course presentation.
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Action items

• By the end of this class: Make sure you can access Teams


• By this Friday (Jan 10)


• Send me your HotCRP account


• Select the papers you are the discussion lead for


• Introduce yourself to everyone on Teams


• By next Monday (Jan 13)


• Submit the first set of reading commentaries
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