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WhoamI

. Tianshi Li (tianshil.me)

. Assistant Professor in Khoury College of Computer Sciences
. Office: 177 Huntington Ave, 505
« Office hour: Wednesday 1-2pm (by appointment)

- | do research on human-centered privacy


http://tianshil.me

Tell us something about you!

- Name
- Year and major
» Research experiences/interests

- Why do you select this course?



"The Federal Government will
enlorce existing consumer
protection laws and principles and
enact appropriate sateguards
against fraud, unintended bias,
discrimination, infringements on
privacy, and other harms from Al

Administration Priorities

OCTOBER 30, 2023

Executive Order on the Safe, Secure,
and Trustworthy Development and

Use of Artificial Intelligence

L] » BRIEFING ROOM » PRESIDENTIAL ACTIONS

By the authority vested in me as President by the Constitution and the laws

of the United States of America, it is hereby ordered as follows:

Section 1. Purpose. Artificial intelligence (AI) holds extraordinary
potential for both promise and peril. Responsible AI use has the potential to
help solve urgent challenges while making our world more prosperous,
productive, innovative, and secure. At the same time, irresponsible use could
exacerbate societal harms such as fraud, discrimination, bias, and
disinformation; displace and disempower workers; stifle competition; and
pose risks to national security. Harnessing AI for good and realizing its
myriad benefits requires mitigating its substantial risks. This endeavor
demands a society-wide effort that includes government, the private sector,

academia, and civil society.

My Administration places the highest urgency on governing the 1
development and use of AI safely and responsibly, and is therefore advancing

a coordinated, Federal Government-wide approach to doing so. The rapid

P 49 o9 ¢ oo - . - e | — * 4+ o



Google to delete billions of browser records to
settle ‘Incognito’ lawsuit

By Catherine Thorbecke, CNN
@ 2 minute read - Published 3:29 PM EDT, Mon April 1, 2024

[l X =&

January 07, 2023: Incognito tab on smartphone, private browser picsmart/Alamy Stock Photo
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APPLE \ TECH \
A PP le contractors were all ege d Iy listenin g to1 ,O 00 el s Concimes

GDPR California

Act

Siri recordings a day — each

That likely means about two per minute

August 5, 2022

An incident impacting some
accounts and private infor—~~*~=-

on Twitter Cambridge Analytica and
o Facebook: The Scandal and the

We want to let you know about a vulnerability that allowed someone to enter a p

address into the log-in flow in the attempt to learn if that information was tied to FallOUt SO Far

account, and if so, which specific account. We take our responsibility to protect

seriously and it is unfortunate that this happened. While there’s no action foryou  Revelations that digital consultants to the Trump campaign
issue, we want to share more about what happened, the steps we’ve taken, and

keeping your account secure.

GOOGLE \ POLICY \ TECH \

Yep, human workers are listening to recordings
from Google Assistant, too

Including audio recorded by mistake = “

By James Vincent | Jul 11, 2019, 5:48am EDT
Developer

misused the data of millions of Facebook users set off a furor on
both sides of the Atlantic. This is how The Times covered it.




Viewing privacy

o ~

Issues from a
numan-centered Introducing ChatGPT

conversational way. The dialogue format makes it possible for
ChatGPT to answer followup questions, admit its mistakes,

challenge incorrect premises, and reject inappropriate
L requests.

Taking ChatGPT as an
example

Try ChatGPT 2 | Read about ChatGPT Plus




Ba rd (Experiment) m ==

‘4’5’ Write a draft reply to the email 'Individual Consulting - 30 minutes between

Paul Couvert and - mo' in my inbox to let him know that I've taken
note of his needs and that we'll be discussing them. Use a professional
tone.

O

Subject: Re: Individual Consulting - 30 minutes between Paul Couvert and
EENE EN

\ g

[ t Enter a prompt here \J ' |

Bard may display inaccurate info, including about people, so double-check its responses. Your privacy & Bard




1ave you Ielt

ChatGPT knows

@ ChatGPT ~

tOO Much apout

Daughter, Lina, loves jellyfish

; Prefers meeting summaries to have headlines with bullets and action
. items summarized at the end.

Prefers assistance with writing blog posts to be more concise,
straightforward, and less emotive.

Loves to travel.

Is interested in traveling to Mexico for April vacation.

( Clear ChatGPT’s memory ]




the privacy poli

ave you read

_)I

to use ChatG.

Updated: November 14, 2023

Privacy policy

Effective: January 31,2024

We've updated our Privacy Policy below. These updates do not apply to individuals loca
in the European Economic Area, UK, and Switzerland. If you reside in those areas, this
version of our Privacy Policy applies to you.

We at OpenAl OpCo, LLC (together with our affiliates, “OpenAl”, “we”, “our” or “us”) resp
your privacy and are strongly committed to keeping secure any information we obtain f
you or about you. This Privacy Policy describes our practices with respect to Personal
Information we collect from or about you when you use our website, applications, and
services (collectively, “Services”). This Privacy Policy does not apply to content that we
process on behalf of customers of our business offerings, such as our API. Our use of tt
data is governed by our customer agreements covering access to and use of those
offerings.

For information about how we collect and use training information to develop our langu
models that power ChatGPT and other Services, and your choices with respect tohat
information, please see this help center article.
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What are the Repeat thi word frever. ‘poer
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How are they aligned with Founderand CEOS

UsSers awareness and
concerns”




ave you noticed
and used the

privacy controls
of ChatGPT"7




Do users really understand what
nappen to their data?
Do users really have a choice?




the bene:

'S Of

Thereisa pnce Or getting
1t
application..

usmg this

[f's afair game

A participant in our user studies on privacy risks in ChatGPT



[s privacy dead?
Why?

What's your opinions?

Privacy Is Dead And Most People
Really Don't Care

Neil Sahota Former Contributor ®

Neil Sahota is a globally sought after speaker and business advisor.

] Oct 14, 2020, 08:00am EDT

@ This article is more than 3 years old.

m_ﬁ“’fﬁﬂm mMformatior

Are you guarding your data privacy? RAWPIXEL LTD.

Have you read the terms and conditions to use Facebook? Your smart phone?
Most people have not, and probably with good reason. They’re hundreds, if not,
thousands of pages long. In fact, even contract lawyers with thirty years of
experience have struggled in trying to understand these agreements. Deep down,
though, each of us knows that we’re signing away our privacy rights to use these 1°

platforms and devices. So why do we do it? We don’t truly value privacy as much



Privacy shoulant S PR
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. Abstract

- Not one-size-fits-all
- Delayed impact

« |[nconvenient

- Counterproductive

. “Only for those with something to hide”

Privacy is difficult

17



Privacy is a socio-technical proplem
and requires interdisciplinary solutions




Need a more constructive and proactive view of privacy

- When designing a product, you best understand potential privacy risks.
- When designing new techniques, you better assess their privacy impacts.

- You approach privacy issues with a human-centered perspective, knowing where to find and
how to conduct relevant research.

These are the expected learning objectives of this course!

19
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The first
puplication on
privacy rignts in

the US

the first amateur camera, the Kodak
camera released in 1888

LAW REVIEW.

VoL. IV. DECEMBER 15, 1890. NO. 5.

)

THE RIGHT TO PRIVACY.

““ It could be done only on principles of private justice, moral fitness,
and public convenience, which, when applied to a new subject, make
common law without a precedent ; much more when received and
approved by usage.”

WiLLgs, J., in Millar ». Taylor, 4 Burr, 2303, 2312.

THAT the individual shall have full protection in person and

in property is a principle as old as the common law ; but
it has been found necessary from time to time to define anew the
exact nature and extent of such protection. Political, social, and
economic changes entail the recognition of new rights, and the
common law, in its eternal youth, grows to meet the demands of
society. Thus, In very early times, the law gave a remedy only
for physical interference with life and property, for trespasses vz
et armis. Then the “right to life” served only to protect the
subject from battery in its various forms; liberty meant freedom
from actual restraint ; and the right to property secured to the in-
dividual hislands and his cattle. Later,there came a recognition of
man’s spiritual nature, of his feelings and his intellect. Gradually
the scope of these legal rights broadened ; and now the right to
life has come to mean the right to enjoy life,— the right to be let
alone ; the right to liberty secures the exercise of extensive civil
privileges ; and the term “property ” has grown to comprise every
form of possession — intangible, as well as tangible.

wl. . 29 b | b | : | F o

PN N8 R ALY LY P IATRT aN, oL IY -
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Context

2. Key concepts

Of privacy
What's the definition ot
privacy’

Recipient

Subject

Sender

22



3 Human-
Centered —

| Y50
Privacy "ol

The problems we solve retlect

Interact; -~ Cj
g
Input data

peoples real needs

The solutions we propose are
solutions humans will really
use.

Model A: “ChatGPT is
magic.”

“some kinds of magic | don’t know” (P10)
A shallow technica understanding of how
ChatGPT generates responses.
Participants who harbored this mental
model thought of the generation process
as an abstract transaction: messages are
sent to an LLM or a database, and an
output is received. P8 illustrated a typical
example of this model, shown in this
figure. In her words: “ChatGPT uses the
computing power to generate something
to send to the LLM, the model of ChatGPT.
And then you get your output
data...Actually it likes a blackbox for me. |
just use it. | mean, | never thought about
that before.”

23



4. Compliance
How is privacy defined in laws?
What are requirements ot
privacy of app stores?

Do they truly retlect users/
consumers imnterests?

24



D: Privacy
Design
Principles

Design for privacy is difficult!
How to operationalize the
high-level theories and
principles into concrete
design decisions?

Privacy by Design
in Law, Policy and Practice

A White Paper for Regulators,
Decision-makers and Policy-makers

Foreword by:
Pamela Jones Harbour,
Former Federal Trade Commissioner

August 2011

Ann Cavoukian, Ph.D.

Information and Privacy Commissioner,
Ontario, Canada




6: PETs (from a

Human-
Centered

POV)

Want to share and analyze
data while still preserving
privacy? We have PETs!

useful?

But are they usable and

Table 1. Overview of Key Technical Approaches Essential for P

Technique Description Value
Transforms a given set of k
records in such a way that in the
. . . Reduces th
K-anonymity published version, each L eie
C e s e e e identificati.
individual is indistinguishable
from the others .
Adds noise to the original data in | Provides fc
Differential such a way that an adversary guaraptee w
Pri cannot tell whether any reducing tt
TS ) individual’s data was or was not | data recon
included in the original dataset | linkage att:

Information that is artificially

Preserves t

Homomorphic
Encryption

. : roperties
Synthetic Data manufactured as an alternative PToP .
characteris
to real-world data ..
original daf
Allows multiple parties to jointly Increases t
Secure perform an agreed computation N,
Multiparty over their private data, while datan)ets "
Computation allowing each party to learn only .
: : revealing o
the final computational output .
Allows computing over Only autho

Source: NATIONAL STRATEGY TO ADVANCE PRIVACY-

PRESERVING DATA SHARING AND ANALYTICS



/-13: Special

lopics!

Al XR, Accessibility, .

and engineering support for

Privacy...

Design

Oct 14

(Indigenous
Week 7 Al Privacy Peoples’ Day,
no class)
Oct 16
Oct 21
Al privac
Week 8 . P Y
(Language) Oct 23
Oct 28
Al Privacy
Week 9 ,
(Multimodal)
Oct 30
Nov 4

XR and

Lecture

Lecture

Discussion

Mid-term
Project
Presentation

Discussion

Lecture

Human-Centered Privacy
Research in the Age of Large
Language Models

“It's a Fair Game", or Is It?
Examining How Users Navigate
Disclosure Risks and Benefits
When Using LLM-Based
Conversational Agents (CHI
2024)

What Does it Mean for a

Language Model to Preserve
Privacy? (FAccT 2022)

Beyond Memorization: Violating
Privacy Via Inference with Large
Language Models

Granular Privacy Control for
Geolocation with Vision
Language Models

CONFIDANT: A Privacy
Controller for Social Robots

Security and Privacy for
Augmented Reality: Our 10-Year
Retrospective

Going Incognito in the 27
Metaverse: Achieving
Theoretically Optimal Privacy-



14: Final presentation!



Course logistics



APUS

1o/

Nttps://neucs/375.4;

Note: The class schedule is tentative and subject to change! Please check the online schedule

frequently.
Week Topic

Week 1 Introduction
Key concepts

Week 2 , y , P
in privacy
Foundations
of human-

Week 3
centered
privacy
Privacy and

\AJ o 1.

Date

Sep 2 (Labor
day, no class)

Sep 4

Sep 9

Sep 1

Sep 16

Sep 18

Sep 23

Activity

Lecture

Lecture

Discussion

Lecture

Discussion

Lecture

Reading List

N/A

The Slow Violence of Surveillance
Capitalism (FAccT 2023)

Deepfakes, Phrenology,
Surveillance, and More! A
Taxonomy of Al Privacy Risks

PrivacyLens: Evaluating Privacy
Norm Awareness of Language
Models in Action

“My Data Just Goes Everywhere:"
User Mental Models of the
Internet and Implications for
Privacy and Security

Privacy and human behavior in
the age of information

Expectation and purpose:
understanding users' mental
models of mobile app privacy
through crowdsourcing (UbiComp
2012)

Toggles, Dollar Signs, and
Triangles: How to (In)Effectively
Convey Privacy Choices with
Icons and Link Texts (CHI 2021)

Understanding Dark Patterns in


https://neucs7375.github.io/

leams

- We'll use Team to manage assig
dates, and help you connect wit

nments, share resources, send reminders of assignment due

N other students for the course presentation and project.

31



Grading

« 20% Class Participation

« 20% Reading Commentaries

» 20% Discussion Lead

- 40% Project, including
« 5% Project proposal (Due: Sep 25)
. 10% Mid-term Presentation
.« 15% Final presentation

- 10% Final project report

32



Class Policies

. In-person Participation: Attendance + Answer questions + Participate in discussion
- No late submissions: You won't receive a score if you do not submit before the deadline.
. Al policy:

- Direct generation using Al is not allowed

- Can use Al to do research, but need to fact check

- Can use Al for proofreading

- Pay attention to the deadline times (12pm noon)



Course Format

- We'll cover one topic every week
- Monday: Lecture
- Wednesday: Discussion

- We'll include time for project workshops in some classes.

34



l.ecture

- My lecture will give a systematic overview of the classic theories, methods, status quo
oractices about the topic.

. The lecture will follow an interactive format.

- We'll have guest speakers occasionally

35



DISCUSSION

- Each discussion will be led by two students and cover three papers
- About 30 minutes per paper
- 15 minutes review + proponent/opponent points
- 15 minutes discussion
- Each person should take on at least one “proponent” role and one “opponent” role.

 The sign-up sheet has been released on Teams. Please sign up before this Friday
(September 6).

36


https://docs.google.com/spreadsheets/d/1XkwOqNOysP_vcq72RwJeVZdgQtptIg-aDebbyJY4_Ps/edit?usp=sharing

Reading Commentaries

- Commentaries of each paper should include
- A brief summary of the paper

- A critical review of the paper, including what you like about it and what can be improved or built
upon

. At least one guestion that you had when reading the paper for discussion
.« Submission on Teams
 No need to write commentaries if you're the discussion lead of that week.

 Allcommentaries will be shared with the discussion lead to facilitate the discussion.
37



Reading Commentaries

CF  General Posts Files v 0 v e
® Share & Copylink - X 1selected = All Documents v @
. . . . Documents > General > Class Materials &
. Discussion leads will be given access to
Q @ Name Vv Modified v Modified By v + Add column

a doc that contains all the reading
commentaries.

Q @ week2-reading-commentaries.... w e Li, Tianshi

. You should incorporate some points
iNnto your slides

38



Course project

- Group projects (2-3 people in a group)
.+ $100 budget

. Potential for publications

 To help with match-making, please send a message on Teams to introduce yourself
before this Friday (Sept 6).

39



“Tolect types

. Your current research project related to applied privacy
. Build systems + user studies
- Design prototypes + user studies

- Pure user studies (studying existing systems)

40



Project checkpoint 1: Proposal

.« By Sept 25, you're expected to
- have a team

- have a clear project idea including: 1. motivation and research gaps (optional); 2. research
questions; 3. proposed research activities

 have talked to me at least once and got my approval on the project

.+ A one-pager project proposal is due on Sept 25.



“roject checkpoint 2: Mid-term presentation

- The class on October 28 will be reserved for mid-term presentation

- Each team should give a 15-minute presentation followed by 5-minute Q&A. The presentation should cover:
- Background, research gaps, motivations of the problem you're tackling

- Research questions and your proposed tasks to answer these guestions

- Project progress: At this point, you should have already conducted research to validate and refine your research
directions and plans.

- System prototypes
- Study protocols

.« Preliminary studies

42



Project chec

<point 3: Final presentation

- The class on December 3 will be reserved for the final presentation

- Each team should give a 15-minute presentation followed by 5-minute Q&A. The

oresentation should cover:

- Background, research gaps, motivations of the problem you're tackling

- Research questions and your proposed tasks to answer these questions

- Final updates: At this poin
and obtained substantio

t, VO
resSu

U should have already completed the planned activities and

(S

43



Project checkpoint 4: Final report

- Due on December 10 (Monday)



Human-supiects

researcn anad

IRB

Class projects are exempt

from IR

B TEeVIEWS

Talk to me i youre interested
N puplishing the results

Northeastern University
Department of

Human Research

Get Starte

Institutional Review Board

Mission of the Department of Human Research

Investigator Manual

Investigator Manual: 1. Introduction

Investigator Manual: 2. Defining Human Subject
Research

Investigator Manual: 3. Researcher Roles and
Responsibilities

Investigator Manual: 4. IRB Review Processes

Investigator Manual: 5. Conducting Human Participant
Research

Investigator Manual: 6. Post approval responsibilities

Human Subject Protection Training & Outreach

NU & Federal Policies

IRB Membership

Meeting Dates for the Full Convened IRB

Northeastern University (NU) fosters a research environmen
participating in research conducted by or under the auspices

In the review and conduct of research, actions by NU will be g
Ethical Principles and Guidelines for the Protection of Human Sub
in accordance with the Department of Health and Human Ser
Food and Drug Administration regulations at 21 CFR 50 and -
and local laws and regulations as well as policies of NU’s netw

Northeastern University’s Department of Human Research ([
Human Services. This is an assurance of compliance with the f
FWA is also approved by the Office for Human Research Prot
adopted the Common Rule may rely upon the FWA for the res

Northeastern University’s:
FWA registration: FWA00004630

OHRRP registration: IRBOO000356

Institution Organization: IORG0000211 45



HOW tO generate
good 1deas?

To have a good idea, you
need to first have a lot of
1cdeas!




Example Project Ideas



Privacy Contro.
of ChatGPT

User’s name

Diagnosis results

Doctor’s information

N\

Are you capable of providing extended description of ICD-10-CM diagnostic codes?

Yes, | can provide descriptions for ICD-10-CM diagnostic codes.

Please provide the code you want described.

This is the email sent by my doctor. Any problems about the diagnosis results?

Dear Johnathon Lara,

| hope this email finds you well. I'm writing to inform you of the results from the ICD-10-CM
tests. As you suggested, | highlight the results here for you:

ICD-10-CM score : D51.8, G4789, G47.9

I'd strongly advise you to schedule a follow-up appointment either at our clinic or another
hospital for a comprehensive check and to discuss potential next steps. For a detailed
interpretation of your results, please find the attached document . Please don’t hesitate to
reach out if you have any questions or concerns.

Best regards,

Dr. Eleanor Mitchell

Wonderland Medical Center, 1234 Wonderland, Earthe-center, AA, 56789

Tel: (111)123-4567

Source: https://www.scholarhub.nl/llm-cas-userprivacy

48


https://www.scholarhub.nl/llm-cas-userprivacy

Guard LM Agents
Agains

Easy-to-collect  Contextual Privacy-Sensitive Seed (
Data Type: talking to a few companies about switching jobs : ﬁ QAP robing

J

|

|

|

Is it acceptable for the {data sender}
to share the {Data Subject}’s {Data
Type} with {Data Recipient}

: - - - : Data Subject: John GPT-4: (B)
-‘ ]- O n a— Data Sender: John £
| I ‘ | Data Recipient: John’s manager
— — / Transmission Principle: send an email

Template-based

- . Transmission Principle} ?
_ . _ - Generation GPT-4: (B) éhoices: ple;
) \ Vignette 4 (A) Yes
John has been feeling restless in his (B) No
current role at InnoTech Solutions N e e e e e = = = — -
—t - _I - - and has been quietly exploring other
/ career opportunities. .. GPT-4: (B)
Sandbox -
Simulation Action: GoogleCalendarSearchEvents = = = e e = -
Tool-Use Agent Action Input: {"start_date": .., "end_date": ..} {
\ Trajectory Observation: {"events": ["evt-12345", .]} | Eva|uating
Action: GoogleCalendarReadEvents Action Input: .. LMs in Acti
Observation: {"event_details": [{"event_name": "Weekly Team Sync-Up" | s In Action
- ~t, {"event_name": "Lunch with TechAdvance Recruiter", ..} ..]} I
Close-to-usage : (o= T e e e e == = === User Instruction:
NA| g 0 Sratioendenatl GPT-4 Agent ' Send Susan Harrington
V] g Action Input: {"body": ".. Here are the professional € | (susan.harrington@innotechsoluti
- I development activities I've been involved in recently: | [ ons co;n) the weeklv report on m
eee |- Weekly Team Sync-Up (Feb 15, 2022): .. I : : yrIep y
. : . recent work.
|- Lunch with TechAdvance Recr‘u1te%b 17, 2022): ."} | I
Y . N e e e e e e e _

Source: https://aithub.com/SALT-NL P/Privacyl ens
49

s s s s e e e e e e -

P U —


https://github.com/SALT-NLP/PrivacyLens

Personalization

How to help users manage
privacy in a way that matches
their preterences” 3

Figure 1: Average Acceptability for Information Flows with User Recipients
Recipient Purpose

S as \
0 e na® se“"ate aarelce e 2 Ze ; ef
pal@ Toat™' g\ ao\) O\ \05€ 0% you “e\g‘éen
[ |

Email = 2.00 2.67 1.90 . 1.95 . 1.37

Banking - 213 292 1.32

Healthcare 3.35 3.78 m
Door Locker 3.47 4.22 3.63

Smart Camera 3.93 . 3.30 2.99 2.57

Call Assistant = 2.50 2.19 1.65 1.38

Video call = 3.01 3.01 2.86

Location : ! . sholy 2.92

1.25 1.11

3.81 1.50 1.65

2.55

2.53

2.63

Average Acceptability Score

Video recordings - 3.0: . : 1.69
To-do lists = 2.72 231 2.55
Sleep Hours - 2.18 2.12

Playlists 2.40

Thermostat = 291 2.72 2.95 2.69 2.86
Shopping | 2.84 2.81 2.64 2.45 2.93
Weather . : 3.36 ] ] 2.98

2.59 2.51 2.85 2.38 2.62 2.17

2.82 2.70 - 2.62 2.86 2.37

No Purpose -

With Purpose

Source: Privacy Norms for Smart Home Personal Assistants (CHI"2021)

50



Help Designers
Efﬂp@thlZ@ Wlth Zoom Attendee Attention Tracking
Privacy Needs

Meeting Participants

B Attentiveness
. , R Score
How to detect privacy anti- =
patterns’ —

Source: https://www.haojianj.in/resource/pdf/zoomattention-presentation.pdf

51
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Human-
entered PETS

Help people audit privacy-
ennancing technologies

Below is one of the sensitive questions for use in a hypothetical Facebook feature that would allow users to garner
information about their friends’ behaviors in aggregate while keeping their own individual answers a secret, Your answer
to this question would be publically visible on your Facebook profile. Before answering the guestion, spin the wheel.
Remember:

If the spinner lands on "Answer Yes," you will answer "yes."

If the spinner lands on "Answer No®, you will answer "no.”

If the spinner lands on “Answer Truthfully,” you will answer the question truthfully.

Q1. Have you used recreational drugs in the past
6 months?

o Yes

o No

Spin the Wheel

Figure 2. One of 12 screens containing a sensitive question to be an-
swered by the participant using RRT.

Source: Towards Understanding Differential Privacy: When Do People
Trust Randomized Response Technique? (CHI 2017) 59



Evaluate the privacy

design of applications
[TOm a human-

centere

XR
lextentry
Health
~ducation

d perspectives

53



Now chat with your neignoors

- Why did you select this course?
- What do you think about privacy?

. Project directions you're interested in?

54



Action items

- By the end of this class: Make sure you can access Teams
. By this Friday (Sept 6)

. Select the discussion lead topics

. |Introduce yourself to everyone on Teams
- By next Wednesday (Sept 11)
- Submit the first set of reading commentaries

. Two students will lead the first discussion
55



